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Sigfox LoRaWAN Wi-SUN LTE-M NE-loT EC-GSM-loT
Globally Unique ldentifiers Yes (32 bits) |Optional (DevEUL) | X509 IMSI IMS1 IMAS1
Certificate
Device / Subscriber Authenticatiof Device Device or Device UICC or eUICC 3 UICC or elICC 3 UICC or eUICC 3
Subscriber 4
Network Authentication MNo Optional Optional LTE AKA LTE AKA UMTS AKA
Identity Protection No Partial (DevAddr) | Partial { Devaddr)| THMSI TMSI TMSI
Data Confidentiality MNo Yes (AppSKey) Yes Yes (EEAX) Yes (EEAX) Optional (GEA4,/5)
End-to-Middle Security MNo Yes (AppSKey) Yes Mo No5 To visited network
Forward Secrecy No Mo Mo Mo No No
Data Integrity Variable 7 Limited & Yes (AES MIC) Limited & Optional (with DoMAS) |Limited &
Control Integrity unknown 8 Yes Yes (AES MIC)  |Yes (ElAx) Yes (ElAx) Optional (GlA4,/5)
Replay Protection Yes Yes Yes Yes Optional (with DoMNAS) |Limited 9
Reliable Delivery MNo Mo Yes Yes Yes Yes
Critical Infrastr. Class No Mo No Access Classes 11-15|Access Classes 11-15|Access Classes 11-15
Updatability {Device) No Limited 10 Possible Possible Possible Possible
Updatability (Keys / Algs.) No Limited No Optional (SIM OTA) Optional (SIM OTA) Optional (SIM OTA)
Nwk. Monitoring and Filiering Monitoring only|Limited not specified Yes Yes Yes
Key Provisioning pre-provisioned| pre-provisioned | X509 pre-provisioned or RSP| pre-provisioned or RSP| pre-provisioned or RSP
(ABP) or OTAA  |Certificate
Algorithm Negotiation No Mo Mo Yes Yes Yes
Class Break Resistance Yes 11 Optional 12 Yes 11 Yes 11 Yes 11
Certified Equipment Required Optional Required Required Required Required
IP Network No Mo Optional Optional Optional Yes
X YRPIAFLHAFEHEE TS WSNisZ=DERIN S

http://www.yrp.co.jp/yrprdc/wsn/index.html
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